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1. Overview

With the help of the SAP-Sensors you are able tadet of informations from SAP an direct
them to the Network Monitor here PRTG from PAESSLHERerefor no intervention to the
SAP-System is required. You can contact lokal asote SAP-Systems. The method to
communicate with SAP is to use RFC (Remote Funddialh). You only need the rights in
conjunction with the user-name, password and client

There is a set of extented sensors for SAP avail&lith this sensors you are able to read out
many values from SAP and transfer them to the roang for analysing and monitoring.

The Working

For accessing a SAP-System a profile with the mattfons about the accessing-data like
username, password and client is needed. Thidersfgenerated via the todbAP
Profiler.Exe“ which is part of the installation. The profilessored into the Directory of
Monioring. With the Profiler you can directly contahe SAP and view the informations.
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First, the sensor reads out the profile and opamaection to SAP via RFC (Remote
Function Call). With the knowledge of username spasd and client it takes a login to SAP.
Then the required function is processed within AR the resulting is transferred back to the
sensor. The sensor formats it and divides it tomBormation-line and channels. This data are
transferred then to the monitoring system.

Within the Monitoring-System the delivered inforneais are collected and prepared for
analysis. They could be shown graphically and disedenerating a mail or SMS to notify an
administrator.



The Accessmethod ,RFC*

The SAP-System will be contacted by the method "RfR@mote Function Call). This is a
protocol based on CPI-C which is used by SAP fonmainications. The principle of the
access is as:

- Starting the sensor and reading the Profile (kose, Username, Passwort)
- Open the connection with RFC-Open-Function

- Calling the attached Function-Module within SAP

- Closing the connection with RFC-Close-Function

- Transfer the resulting as a XML-File for the nmoning

-
SAP-Profiler for Paessler's PRi

% Srvdbliaz Alutel207 4 MSap?3]
1 Uszer/Cl: Sapllzer / Client=000
MSap73l  Sid/lsdlp: wex /00

[.POO) Descript.; MiniSap 7.31

L
Prafiles

Host: [lutel207  Aliss: [MSap73]

Uszer.: |SapUser Pass: | *******

R/st: |

Desc:: MiniSap 7.31  dbap T ICM:
; r

Sabe Ping, Info Check /-Tra-:ze

étopyr'i'ght:éﬂsl:l-ﬁ ?‘-‘@iﬁgﬁﬂware GmbH Al ﬁights _rsséwed,“\;’er ED @

Accessmethod ,SapControl®

The SAP-System will be contacted by the method Csayprol":

- Starting the sensor and reading the Profile (Fose, Username, Passwort)
- Starting the "SapControl” with the usage of amzire

- Calling the attached Function-Module from SAP

- Selection, analysis and compression of the availdata

- Transfer the resulting as a XML-File for the ntoning

-
SAP-Profiler for Paessler’s PRTG...

% Srvdbliaz Alutel207 / SapCnbil
i User/Cl: / Client=000
SapCrtl  Sid/lsdlp.: wex /00

[.POO) Descript.; SapCntrl 731

== L
Prafiles

TR TRTY

Host: |8lute0207  Afias: |SapCrtil seém [I0] sxx

“ Uszer.: |Sapb«dm Pass: | ********** ]ﬁ‘ ,.r’]EUF ,.n'iDE -
RirdIP
" R4St |SapEont!oI far Windows and Java.. ) HF
Desc.: |SapCntrl 7.31 El-#han B ICky
05/Dbs
ol oghe Fing. Infa Check “Trace

étopyr'i'ght:éﬂsl:l-ﬁ ?‘-‘@iﬁgﬁﬂware GmbH Al ﬁights _rsséwed,“\;’er ED @
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2. The SAP-Profiler

For the usage of sensors there is the definiticam mofile required. You could create a profile
via the ‘SAP Profiler.Exe” and put in the necessary informations for coningaio SAP.
Additionally you are able to view the resulting ®ef you define it within the monitoring.
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SAP-Profiler for Paessler’s PRTG..
g - S
Profiles S4P Fraifle ‘K_-. SAP Freiile | '_'r{i’ff'?"_\
W ot |
" — [
e B S iAo
I e e g rf - L _ |50y
\ | RIS B camer | |D0RHHD:
'7|___' N 7__ 3
— T Fimtizod) |
| conpiten) | o1 Dfummition| e |
L FO T | T Syetam _JEMIJE.IE_&IT
w frrwi)  HomePage ICON-Software.de / Impressﬂ%’
it ©Copyright 201117 ICON Software GrmbH, A1l Rights reserved, Ver 5.0 [z
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The opening of the SAP-Profilers contains the exfee to the homepage as well as the
imprint. By clicking the symbol of "profile" one aehes in the overview.

-
SAP-Profiler for Paessler’s PRTG...

SapCnirl. P00
MiniSap 7.31 SapContral 7.31

&

05/Dbs ]g SAP-Senszors licensed for ICON Software GmbH at <01.10.15:

Mofe™ CHs oo e o Mew /“Ifg'm
Back  ©Copuright 201117 1E0N Scftware GmbH, All Rights reseived, Ver 50
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Here the possibility exists to branch out to aeadly available profile or to put on a new
profile by means of "New". By means of the symbaligp on the left side other
representation possibilities are available.



Interactive Testing

By using the ,SAP Profiler” you have the possiRilib test the sensors interactivly before
implementing them to the monitoring. There aredwihg ranges:

- Basics Functions from Basics

- Monitr Functions for Monitoring
- WrkLd Functions from Workload
- Bfr/Db Buffers und Databases

Interaktive Access via RFC

Here the example of the base functions (RFC):

" SAP-Profiler for Paessier's PRIG.. T
i Smefdliaz Alute207 £ Mzapd 31 (* Bazics!
% eer/Cl: Sap® / Client=000 T Maribr
Msap73l  Siddsdp: NSP /00 [ WirkLd;
[.PO0) Dezcript; MinSap 7.3 " Bf/Db

Details ':" S.-'i‘-.F' EpuLlsage CPU-Uzages: Total, User, System Awailable -+

Diizkl =0 Disk-Uszages: Queues, BSP-Times  Mizzsing !
X S.-“-‘-.F' FreeSpace Digk Free-Spaces, Directonies [%) Mizzing !
X 5aPMemUsage  Memony-dllocations, Free, Paging izzing |
A 58P NetUsage Metwark, Trafficz, [n, Out Mizzing |
A SAP Pagelsage  Foll/Paging, Usage, Max, Local Mizzing! =

Loam, |

05/Dbs |:1{Sx-‘«F' Disklsage 1Lu= Msap?31 P00 | [Sensornot available || |

Exec™  Showls Info Check

Eau-:k. SCopyright 201117 IEON Software GmbH. Al Rights reereed, Ver 5.0 (=

On this occasion, a list is suggested with the iptessensors for the well-chosen area. Here
the desired sensor can be selected by clicking.

In this view the possibility also passes missingsses about the badge "DnLd" (download)
about the WEB to reload. Also to substitute fortiethod if necessary the topical sensor it is
supported with the badge "Upgr" (Upgrade). On tlusasion, the sensor deposited in the
WEB is held ready in each case as an Exe filehdibwnload.



According to sensor type possible parametres wélakso supported if necessary:

-~

SAP-Profiler for Paessler's PRTG...

=

Erofiiss

Smefdliaz Alute207 £ Mzapd 31 (* Bazics!
% zer/Clt: Sap® # Clent=000 " Manitr

Mzap?3l  Siddledp: w00 {3 erl.—ﬂf

[.FOO) Dezcript.: MiniSap 7.31 " Bf/Db

@ SAF FreeSpace )Disk Free-Spaces, Directanes [%) Awailable -+

¢ oz Memon-dllocations, Free, Paging Available 12

EE SAP MetUsage  Metwork, Traffics, In, Out Awailable
E-J S4F Pagellzage  Roll/Paging, Uszage, Mas. Local Ayvailable
-'E SAP Proclzage  Proceszors, Usage, Times Ayvailable

_ﬁ 3 54P Quellzage

Sye-fueues, Sizing, Feads o

buailshle =

[Paraméters avéilahlej
PerCent

kMegaBypte

o Gigabyte

Info

A = F—

and here the result with the function "SAP MemU&$age

r© N

b

SAP-Profiler for Paessler’s PRTG.. —

-

i Smeddliaz Alutel207 £ Mzapd 3l (* Basics!
% Uzer/Cl: Sap* / Client=000 £ Manitr
Msap7al  SidAsdp. wes /00 /P50 {7 WwrkLd,
_L:[ [.FOO) Dezcrpt.: MinSap 7.31 " Bh/Dhb
Biaitéils J Memory=3.145 MB. Free=1.543 ME, Swap=4.740 MB. Free=108% Pagel »
-:ﬁ‘r Chn.01: Physical-tdem Free 1.543 MEute
:‘i Chn. 02 Swapbdemon Free 18
“3Chn03 PagesIn[/Sec] 0 #
24 Chn.04 Pages-Out [/Sec] 0 #
DSJD-t.g | } SAP Memlzage 1 b zaps 31 .POO L] ] Mo Parameters avallableJ;J
; o
Gl Done Apply J  Chart hanit /-Lug(sj

Baisk

ECopyright 200117 IE0N Software GrmbH, All Rights reee
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It are indicated beside the supported canals fontbnitoring the attained data with. An
action can be assigned in each case to these ¢ankpendence of the given value, possibly

the mailing of mails.

If no valid licence or evaluation is deposited tla¢a can be called away, nevertheless, about
the SAP-Profiler by SAP, on this occasion, theia¢id data are expelled in dark red writing.
With a planning in the monitoring no data would tawver, then the value "-1" is always
expelled or handed over.



I nteraktive Access SapControl

Here an example of indicating the Alerts (AlertTiree

SAP-Profiler for Paeszler's PRTG..
. Sredblias AleD207 A SapChtils &+ Basics
% User/Clt: 2 Client=000 € Manitr
SapCrirls  SidAsdp: s A 00 [ wfrklLd)
[.FOO] Dezcrpt.: SapChtrl 7.3 " Bh/Dhl
aF
% SAP SapControl  Accezses via SapCaontral. .. Available
-------------------------- - Uzer-Defined Senzorg -
DS/Dbs | 54P SapContol | Show AlstTres ]
E Shaw AletTrae -
Exee She Show slertTres Al B
S Coppright 2TIFIED 2.3 GetProcessList ‘::

1/5 GetQueueStatistic =
214 ABAPGetwPT able /Count
0/0 ABAPReadSyzlog AMaw-10 ACount

After the new arrangement merely the sensor "SARC8atrol" is suggested. At the visual
announcement the single areas can be indicatechdqing interactively. According to data
structure different functions are offered.

i B

SAP-Profiler for Paessler's PRTG...

SapChtrl
[.PO0)

Smeddliaz Alutel207 £ SapChtrl
zer/Clt:  / Client=000
Sid/lzdp: HSP /00

Dezcrpt.: SapContol 7.31

* Basics
" Manitr
t""erL_l:I_'a
" Bh/Dbt

- 4

|=5

OperatingSystem

-
-4 DatabaseClient
;ﬁ _F!_SServices

04 Gateway Summary

f!.i [Cpd

1

. @ ResponsaTimeDislogRFC
- @d PrivMode Utiisation

G >

—




An example of other orders from SapControl:

F

SAP-Profiler for Paessler's PRTG..

. Srvdbliaz Alute0207 f SapCntr *+ Basics
% Uzer/Cl:  / Client=000 " Monitr
SapCrtly  Sid/Asdlp.: wxw / 00 " wikLd)
[.FOO) Dezcnpt.: SapChtl 7.31 T Bh/Dhb
I
% SAF SapControl - Accezses vwia SapCaontral... Aailable
-------------------------- - Uzer-Defined Senzars -
0S/Dbs | d S4P SapContl | 1/5 GetlusueStatistic v
o Az B [
! Exec Sho 2/3 GetProcessList =
e - o 15 GetdueueSlgtistic
Back ©Copright 201TA7ICT 2,4 ABAPG etwPT able /Court =
0/0 &BAPReadSvelog AMow-10 ACount

1/2 Getdlerts /Scan=Red /Count .
373 GetdlertTree A4l ACount |L

E—

You receive the entire list of the orders if yolCatmmand level the order "SapControl/Help |
more" give. Example: Order "GetQueueStatistic":

i |
SAP-Profiler for Pagss]ifﬁ_?__ﬂ'l_jﬁr [
Smeddliaz Alutel207 £ SapChtrl i E'agi_.;_g:
Toed User/Clt: . / Client=000 " Monitr
SapCntrl  Sid/lsflp: NSF /00 € 'erLE{.
=== [.FOO) Dezcrpt.: SapContol 7.31 " Bh/Dhe
I SapControl: 1/5 GetlueueStatizhic =
= -3
= #’ Chn.01: Abap/Howp 2224 Wites =
3 *" Chn.02: Abap/Dia B2  wintes =
I & Chn.03 Abap/lpd 1 ‘wites
o & Chn04: Abap/Eng 0 ‘wites -
= .|
' 05 /Dhs i s SAF SapContral | 1/5 GetueusStatistic
% Dohe™  Apopld S Char @
_@E@;lg&_ oftware GrbH, &l Rights ;pérve_d:"-.-"ﬁjl:l Eam




3. Local/Global Sensors

The sensor could be used to access a single oua gf SAP-Systems. At the single usage
only on SAP is consulted. By using the global featgroup of SAP's will be sequencially
consulted. The resulting is transferred to moniigriFor example, you could request the
Response-Times of all SAP-Systems.

r B

SAP-Profiler for Paessler's PRTG..

Maon-Set: SAP CCMS Admin‘Workplace & Profile

= kaonitor..;  [Mot yet identified) & Aliasz's
Glabal Gradez.; Dialog Responze Time &= I-Ir_:st;__.
Arcess  MHtem. ResponzeTime & Sins |

= I Prafile... | Host I Sid I |2 I Drezcription. .. |
¥ |des500.PO9 |[E2E«termnal EBZ 09 Remotezugnff IDES
[T LapTop.POO LapTop M.. 00 Lokales SAP-Spst...
[T MiniSap.PO1 [E2Estemal MH45 01  Remote MiniSap

: T MiniTstPO1 IE2Esternal  M45 01 Remaote MiniSap
% V¥ SapEnv.P09 |[E2Emtemal  EBZ2 03  Entwicklungzsyst...
= W SapTetP0O9 |E2Emtemal  EG2 03 SAP Test-Sustem

05/Dbs

Walug Grade Dane Select/,’[ﬁrSlct

Capyright 2011-1PIEON Software GrbH. Al Rights 1eserved, Ver 5.0

Within the monitoring you will see an overview df @ollected responses at a glance.

r B

SAP-Profiler for Paessler's PRTG..

% bon-Set: SAP CCMS Admin 'workplace & Profile

bonitor..; Dialog Overvem N Ailias's
Glabal Gradez..: Dialog Rezponze Time " Hosts |
Aoccezs  M-tem . ResponzeTime T SiD': |

I Dialog Rezponze Time; ResponseTime: MoSystems=3, Processed=3, Faﬁ

nghannel 01: 1des500.FPO3 18 Msec
g_ilzhannel 02 SapEr.PO3 N Mseec
RAP | #Channel 03 SapTstPOg 7 Msec
05/Dbs | § 58P Moritoring | [ Giobal = Dply Information-Fecords
B - o ¥ i
Done Srce Chart Sensur/- ogls)

SCopyright 201147 IEON Software GmbH, Al Rights (seérved, Ver 5.0
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4., SAP CCMS Monitoring

Within the range of ,SapMon* you can request infatrons from SAP CCMS Monitoring,
the transaction ,RZ20“. There are data named byriittoing Sets”. This data are structured
and contains a lot of informations. This informasoyou can call via the Profiler and transfer
them to a sensor. This sensor could be used ategwvtihe monitoring.

-

SAP-Profiler for Paessler's PRTG..

Smefdliaz |62Esternal / SapEny ¥ Basics
Uzer/Clk; ExTO00037727 / Client=800 £ Maonitr
Sid/lzMp.: EBZ /09 4 |P=*=x = wiklLd,
Dezerpt.:  Entwicklungszpsten " Bir/Dh
EE{} Buffers ;!
g E62
=g Buifers i
—,gf Program
- @b Directorylsed
%‘ g Spacellsed
= E g8
05/Dbs | - egd Swap -]

Range Valug: Glabal States > igh's

Capyright 201117 IE0N Scftware GrbH, &l Fights 1seerved, Ver 5.0 i

b

The sensor "SAP Monitoring" reads the data direfctiygn SAP and you are able to assign an
Alias-Name. All offered values could be requested tansfered to the monitoring. By using
the sensor within monitoring you are able to assigeaction, for example sending a mail.

-~

=~

SAP-Profiler for Paessler's PRTG..

Smifdliaz |B2Ewternal / SapEny {* Pasics
Uzer/Clt: ExTO0003772Y £ Client=800 ¢ Monitr
Sid/lzflp: EGZ A 094 |P==** O wirklLdy
Dezcript; Entwicklungzsystemnm " Bf/Dh
I SAF Monitoring: Buffers, Buffers, HitF atio j
ﬁf- Channel 01 Program 9P/ X ﬂ
e @ Channel 02 Generickey 100 &
Rt/IP | &5 Channel 03 SingleRecord B9 %
=l @b Chatinel 04: Screen 98 |
=i
05/Dbs |g | SAF Maritoring |L-.,. SapErw P08 [T Diply Information-Flecods
e - o "F
Daone Srce Chant Sensur/- og(s)
SCopyright 2001117 IEON Software GrbH, All Rights reserved, Yer 5.0 n
b
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5. SAP User-Interface

As an extension to the sensors you are able tauselddata form SAP. Therefore you can
create a usertable within SAP and fit it with yown data. The values of that table could be
read and transferred to the monitoring. Thereforeryeed only a small table named
"ZPRTG" (for PRTG) within the SAP-System.

(= F
Tabelleneintrag  Bearbeiten  Springen Einstellungen  Hilfsmittel 'E!w
L] & Heeq BHE DTa
Data Browser: Tabelle ZPRTG 17 Treffer
DeewdadEB LS
]
Tabelle ZPRTE I_i
Bngezeigte Felder: 6 von 6 Feststehende Fihrungsspalten: 2 Listbreite 9250 b
SENSOR CHAMNEL [ DESCR STATE [¥ALUE UNIT
[ |FACTURA =% FACTURA PROCESSING 20.88.12 |CCHE
(|FACTURA oo MO OF ACCOUNTS 120 ¥
[;FRCTUR.“. o1 AMOUNT TOTAL 34420 EUR
__|FACTURA o2 JOB RUWTIME 36 MIN
| ID0C “‘ IDOC PROCESSING STATE 3 2B.88.12 |DOC'S
; 100c og IDOC'S TOTAL 1 63144 pocs
_|1D0c o1 IDOC' S PROCESSED 1 G2321 pocs
_|1Doc o2 IDOG'S WAITING 2 a1z pocs
|00 03 IDOC'S FAILED 3 1 Docs
__|SUPPLIER L SUPPLIER PROCESSING CHAIN 1 01.89.12  |CHAIN
__|SUPPLIER |00 STEP 81 - DOWE OK 1
_|SUPFLIER | @1 STEP B2 - DOWE OK 1
(|SUPFLIER |02 STEP B3 - WARMING 2
;SUPPLIER 03 STEP 84 - DONWE 0K 1
__|SUFPLIER |04 STEP 85 - REORTED 3
__|SUPPLIER |05 STEP BG - PLANNED o
_|SUPPLIER |06 STEP 87 - PLAMMED ] |?‘:
&
I | MBS (1) (00D P2 Iaptop INS .

The contents of the User-Table could be organiseshawn (Samples):

Sensor factura: A simple report for a done CCMS-Job. You couldwlihe running
dates and statistics. Only the data will be presknt

Sensor |DOC: A state fort he IDOC'’s, the shown informationsikcbbe received via a
small ABAP itself. You see the number of Idocs #mefe states

Sensor Supplier:  Presenting a processing chain. With a small ABAR are able to store
the state of each process. Only the state is shown

You can define an unlimited number of User-Senskns. administration of them would be
done by a small ABAP or a function. The selectduiet@ntries are directly read and
transfered to the monitoring. The assignments adtrens will be done directly by
Monitoring-Administration.

12



